Design of a Flexible Open Platform for
High Perfor mance Active Networks

Sumi Choi, Dan Decasper, John Dehart, Ralph Keller
John Lockwood, Jonathan Turner and Tilman Wolf
{sycl, dan, jdd, keller, lockwood, jst, wolf } @arl.wustl.edu

Abstract

This paper describes an architecture for ahigh performance active router. The system
is designed as an open research platform, with a range of configuration options and
possibilities for extension in both the software and hardware dimensions. The system is
built around a scalable switch fabric and includes a general -purpose processor subsystem
at each port, enabling flexible packet processing and deployment of flow-specific active
plugins. Such aresearch platform is becoming an indispensabletool for effective systems
research in networking and distributed systems.

1 Introduction

In the eighties and early nineties, networking research has concentrated largely on how
to improve network performance, by designing switches and routers that could handle
large numbers of gigabit rate links. This research has led to the devel opment of systems
capable of supporting 2.4 Gb/slinksand system capacitiesin the 100 Gb/srange. Systems
now being developed feature scalable multistage interconnection networks and custom
hardware processing enabling them to support gigabit links and capacities exceeding 1
Tb/s. Whilethereisacontinuing need to improveperformance, it appearslikely that future
developments will be driven primarily by continuing improvements in the underlying
€l ectronics technol ogy, accompanied by incremental refinements in system architectures.

Advances in eectronics technology affect switches and routers in two ways. First,
as the 10 capacity of individual integrated circuits grows, it becomes possible to process
data at higher rates in a single chip, allowing support of higher speed links and/or more
economical processing of data from lower speed links. Second, as the logic capacity
of integrated circuits grows, it allows more complex processing to be performed within
a single chip. Because the logic capacity of integrated circuits is growing considerably
faster than their 10 bandwidth, there is a real opportunity to perform more sophisticated
processing, without compromisingoverall system performance. These fundamental trends
are aready evident in the growing sophistication of switches and routers, which now
commonly employ complex queueing and packet filtering mechanisms.

A natural next step in thisevolution is the incorporation of specialized programmable
componentswithin switches and routersto alow moreflexible processing than is possible
with custom hardware. Emerging products[3] highlight thisdirection, providing tensof on-
chip processors, enabling gigabit packet processing rates. Whilethe memory limitationsof
the current generation of devicessignificantly constrainstherange of applicationsto which
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Figure 1: System Organization of Active Router

they can be applied, they clearly show thedirectioninwhichthetechnology isnow moving.
The introduction of programmable processors with substantial amounts of memory will
enable richer processing possibilities, including the embedding of application processing
within networked devices. Activenetworking [13] offersone of themoreintriguing visions
for how such embedded processing capabilities might be invoked on behalf of users, but
it is by no meansthe only option.

This paper describes an open and extensible research platform for studies in active
networking and related areas of networking research. We describe the key hardware and
software components making up the system, with an emphasis on the different ways these
components can be used. The platform alows hew components to be easily introduced,
either replacing or augmenting existing components. Such aresearch platform provides a
valuable tool for systems researchers in networking and distributed computing. Because
theinternal technical specifications are public, the system can be used in innovative ways
or modified to enable the provision of new capabilities. Most of the components making
up this platform have been distributed to about 30 different universities as part of an
NSF-sponsored initiative, and all of the components are now, or soon will be, generally
available to the research community [12, 14].

2 System Organization

Figure 1 shows the overall organization of the Washington University Gigabit Router
(WUGR). At the core of the system is an ATM switch built around a scalable fabric
constructed from eight port Switch Elements (SE). The base configuration shown in
Figure 1 contains a single SE (implemented using four integrated circuits), but the same
chips can be used to construct multistage interconnection networks with tens or hundreds
of gigabit links [1]. The switch fabric connects to the external links through a set of
Link Interfaces. Each LI containsan Input Port Processor (1PP), an Output Port Processor
(OPP), a Processing Element (PE) and a Line Card (LC). The IPPs perform the ATM
routing lookup on received cells and the OPPs buffer cells awaiting transmission on the
externa link. The system supports both virtual path and virtua circuit switching, and
both one-to-many and many-to-many multicast. The chip set was originally intended to
support link speeds of up to 2.4 Gb/s; however, the current implementationis limited to
link speeds of 1 Gb/s. Future versions of the chip set are expected to correct this.

Connectionsto external linksare provided through Line Cards (L C) that implement the
opto-electronic conversion needed for transmission over fiber optic linksand transmission
encoding and decoding. Several different line cards have been implemented, including
linecardsfor SONET linksat OC-3 and OC-12 rates. Themost common line card provides
1 Gh/stransmission rates using an optical datalink format similar to Fibre Channel.

Each port on the router has a Processing Element card which connects between the
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Figure 2: Details of the Processing Element

IPP/OPP and the Line Card, as shown in Figure 2. The PE contains an embedded
processor module comprising a Pentium microprocessor (167 MHZz), secondary cache,
and North Bridge chip, which controls access to memory and which interfaces to the PCI
bus used to access periphera devices. The PE card includes 64 MB of DRAM, a dual
port network interface chip for accessing data passing in and out of the system and a
System FPGA, which implements an interrupt controller, some basic timer mechanisms
and miscellaneous other functions that are usually provided by a collection of discrete
components in an ordinary PC. The PE card aso provides two serial interface ports that
can be connected to acomputer to assist in debugging the embedded software.

The dua port network interface chip is caled the APIC (ATM Port Interconnect
Controller). It has two 16 bit Utopia interfaces and a PCI bus interface that can be
operated in either 32 bit or 64 bit mode (the PE board usesit in 32 bit mode). The APIC
has an on-chip virtual path & circuit translation table and has 256 queues for virtual paths
or circuits going to the PCI bus. It pipelines data directly between the network and the
processor’s memory, avoiding an on-chip packet buffering step, and it supports zero copy
transport protocol implementations for maximum performance. The APIC aso supports
paced transmission of cells from each of up to 256 channels. More details can be found
in[8].

The system is managed by a Control Processor (CP), which is implemented using a
conventional PC with ample memory and disk. The CP implementsrouting protocolsand
other system-wide functions and communicates with the PEs through the switch. It also
provides signalling and management interfaces, allowing the system to be embedded in
larger testbed networks.

3 Processing Element Software

The Processing Elements (PE) provide both the core packet processing functions and the
processing required for active networking. To provide maximal flexibility, the PE software
is built around the Net BSD Unix system [9], an open-source Unix system that runson a
variety of platforms, has excellent networking support and awell-structured kernel that is
relatively easy to modify and extend.

Thekernel softwarehasbeen augmented using Router Plugins[ 7], aflexibleand general
tool for extending the functionality of the kernel’s packet forwarding path. Router plugins
are kernel modules that are statically configured via network management mechanisms
and which are applied to particular packets, specified through a kernel-resident packet
filter database, which can be dynamically modified. Router plugins have been used to
implement Active Plugins, which are dynamically configured kernel modules, invoked
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Figure 3: Processing Element Kernel Software

through plugin references carried in active packets moving through the network. The PE
software, installs active plugins on-demand, as they are referenced by arriving packets.
Pluginsthat are not availablelocally are retrieved from one of aset of trusted code-servers.
Cryptographic techniques are used to verify that retrieved code does indeed come from a
trusted server and to authenticate theidentity of the software developer. A policy database
is used to control the code servers that are used and/or the devel opers from which code
isaccepted. One can aso restrict the application of specific pluginsto specific packets or
classes of packets.

Figure 3 shows the principal components of the PE kernel software involved in pro-
cessing packets. Packets are assembled in buffers by the APIC and the device driver (the
driver prepares the buffer data structures and the APIC transfers and checks the integrity
of the data). Packets are then typically passed to a packet classification module that does
a lookup based on source and destination address, source and destination port number
and protocol. This lookup yields a flow identifier that is used to facilitate flow-specific
processing. Packets then pass through an IP processing module that performs standard
header processing functions. Non-active IP packets are then placed in one of a set of
output queues.

Active packets (identified by a specific protocol value in the IP protocol field) are
forwarded to an Active Function Dispatcher (AFD), which examines the packet header
further to extract the active plugin identifiers that specify what processing that the packet
requires. If therequired pluginsarealready presentinthekernel, the AFD placesthe packet
in the appropriate queue. The Resource Controller (RC) passes packets to the appropriate
plugins in accordance with the PE’s resource allocation policy, and tracks the amount of
processing time used by each packet, in order to regulate future packet selections.

If arequested plugin is not present when a packet arrives, arequest is passed to the
router’s plugin management software. Often, the required plugin will be found in the
CP's plugin cache. If not, arequest isissued to one or more remote servers to supply the
plugin. Upon retrieval, the plugin is configured into the kernel and can be used to process
subsequent packets. A packet triggering a plugin retrieval can optionally be forwarded
without active processing, queued pending plugin arrival or discarded.

The PE software supports a streamlined processing path for active packets. Packets
using the Simple Active Packet Format (SAPF) contain a sefector field which isfilled in
by the upstream router and used to to enabl e rapid access to flow-specific state, without the
need for the relatively time-consuming packet classification step. The SAPF format also
eliminates the need to parse the standard active packet header, which involves extensive
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Figure4: System Level Software Architecture

option processing. The use of the SAPF format is triggered dynamically, using a process
similar to tag switching[2].

4 System Leve Software Architecture

Figure 4 showsthemain elementsof the overall system software architecture, emphasizing
thecomponentsinvolvedin plugin management. At thebottom of thefigureare PEs, which
reside at the switch ports. The Control Processor softwareis shown at the top of thefigure.

When a packet processed by a PE references a plugin that isnot already present in the
PE's kerndl, arequest is made to the PE's Plugin Requestor, and then forwarded through
the switch to the CP, where it is delivered to the CP's Plugin Requestor. The CP's Plugin
Requestor checks to see if the plugin is already available in the local Plugin Database,
which caches plugins that have been recently used. If the plugin is available localy,
it is returned to the requesting PE which loads the plugin into the kernel and continues
processing. If the requested plugin is not available locally, a request is sent to a remote
code server which responds with the requested plugin, if it isavailable. Code servers can
be arranged into a multi-level hierarchy, and requests that can’t be satisfied by one code
server are passed up the hierarchy. This allows plugins to migrate from the top of the
hierarchy down to the routers that need them.

When the CP receives aplugin, it authenticates the identity of the code server that sent
the plugin and the software devel oper that created the plugin. The policy database allows
the router’s administrator to specify what code servers and software developers can be
“trusted.” It also allowslimitationsto be placed on how plugins can be used (for example,
the use of a plugin might be limited to traffic between two specified subnetworks).

Asshownin Figure 4, the CP software also includes an Active Network Node M anager
which enables a router administrator to install a plugin from a remote location. The CP
software also includes software to execute network routing and signalling protocols (e.g.
RSV P) and software toimplement the Active Node Transfer System (ANTS) environment,
apopular active networking software system that can be used for management and control
applications[15].
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Figure5: Physical Arrangement of Principal Physical Components

5 Configuration Options

Figure 5 showsthe physical arrangement of the different components of the base configu-
ration of the Washington University Gigabit Router. All of these componentsare packaged
within a rack-mountable unit, approximately 12 cm tall, along with a power supply and
fans. Links are connected through connectors on the front panel of the unit, which aso
includesindicator LEDs showing the status of each link.

The core ATM components are contained on amain circuit board that is mounted flat
in the bottom of the unit. Thisboard provides eight individual connectors that are used to
connect to the PE boards, which are located directly above the main circuit board. These
in turn have connectors for the line cards, which are then connected to the front panel of
the unit, using fiber optic jumpers. PE cards can be stacked two to a port; or a port can be
configured without a PE card, with the Line Card connecting directly to the main board.
Thisiscommonly done for the Control Processor port in the base configuration.

The base configuration provides a great deal of flexibility, alowing new components
to be introduced at switch ports by creating new cards with the desired functionality and
stacking them, asisdonewith the PEs and the existing line cards. Such cards can useeither
a 16 bit or 32 bit Utopiainterface, athough some (including the PE and some line cards)
support only the 16 bit interface. While the current line cards support ATM links, it is
straightforward to implement line cards for | P-over-SONET or Gigabit Ethernet interfaces
aswell.

The virtua circuits provided by the ATM core support a variety of configuration
possibilities. Inthesimplest router configuration, thereisasingle permanent virtual circuit
from each input port to each output port. In such a configuration, the PE at an input port
forwards the cells of a packet on the appropriate VC. The core ATM components support
two priority classes, which can be exploited by a router to provide preferentia treatment
to some packets (allowing it to support a real-time service with reserved bandwidth,
for instance). To exploit this, the system would be configured with two PVCs from
each input to each output, one of each priority. Multicast virtual circuits can aso be
configured, allowing multicast packets to be forwarded to a subset of outputs without the
software copying. The ATM layer virtual circuitsal so provide aconvenient mechanism for
configuring signaling and network management channels that tunnel through the APICs



in the PEs and get forwarded to the CP for processing.

6 Virtual Output Queueing

The bursty nature of IP data traffic makes queueing a central issue in any router. Man-
agement of queueing is even more important in an active router, since the bandwidth
requirements of packet flows can change as they move through an active network (as a
result of active compression or congestion control mechanisms, for example).

While the ATM core of the WUGR router provides some internal cell buffering, the
substantially larger memories of the PEs makes them the natural place for queueing in the
system. Since queueing is controlled by software, avariety of strategiesis possible. Here
we describe one genera approach as an example of the kind of possibilitiesthat exist.

To avoid congestion within the router, one needs either per output queues that have an
input bandwidth substantialy larger than the link bandwidth, or one needs virtua output
queues. A router using virtua output queues, maintains separate queues at each input port
for each output port. Theratesat which packets are sent from these queues are regul ated so
as not to overload the output links. To provide approximately the same queueing behavior
as arouter with true per output buffers, the different input queues sending datato a given
output queue should send at a rate which is proportional to the rate at which data enters
their queues.

The implementation of per output queueing requires coordination of the sending rates
by different inputs to a given output. In small-to-medium sized routers, this can be
accomplished by having the PEs at inputs periodically broadcast the rates at which they
are recelving data for each output. Using this information, the PE at an output can
determine appropriate sending rates for each input and periodically broadcast alowed
sending rates for each input. The PEsat an input can then modify their sending rates using
the APIC's hardware cell pacing mechanism.

For this approach to work, the control overheads must be acceptably small. If PEs
broadcast their requested and allowed rates, say every 100 p:s, then each will receive 2 cells
every 100/n pswhere n is the number of ports. For » < 10, this leads to an acceptably
small overhead, if the control messages are processed within the APIC driver. Since a
sending period of 100 us aso implies up to 200 us of delay before a change in input rate
is reflected in an increased sending rate, it is important to understand the impact of such
adeay. For 1 Gb/slinks, we receive at most 25 Kbytes in 200 us. Since PEs can be
configured with several megabytes of buffer space, thedelay in adjusting ratesistolerable.
Indeed, this exampl e suggeststhat PEs could use atransmit period aslong as a millisecond
before the delays in adjusting rates become problematical.

7 Extension for Programmable Hardware

Modern FPGA technology has recently crossed a threshold that enables the rapid proto-
typing of complex hardware subsystemsthat once required application-specific integrated
circuits. Current devices provide 200 to 300 thousand logic gate equivaents plus 100 to
200 thousand bits of static RAM. It is expected that these complexity levelswill doublein
the next six months. Clock rates of 50-100 MHz can be achieved in complex designs and
componentswith over 500 10 pinsare available. Moreover, the design process for FPGAS
is substantially simpler and less expensive, than that for ASICs making them ideal for the
construction of research prototypes.

These devel opments open up arich set of possibilitiesfor hardware extensionsto the
WUGR router. We are currently developing a Field Programmable Port Extender (FPX)
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Figure 6: Field Programmable Port Extender

card which will allow new hardware functionality to be added to the system. The FPX will
be a stackable card, similar to the PE card. Systems can be configured with one or more
FPX cards per port and can mix PE and FPX cards on the same port (subject to constraints
on physical space, power and cooling).

The planned configuration of the FPX is shown in Figure 6. The Network Interface
Device (NID) provides access to the cell stream, much as the APIC does for the PE card.
The Reprogranmable Application Device (RAD) provides the logic for more complex
data processing. It hoststwo SRAM and two SDRAM interfaces. The SRAM interfaces
are both 32 bits wide and can be operated at a clock rate of 100 MHz. The SDRAM
interfaces are 64 bitswide and also operate at 100 MHz. Thisgivesand aggregate memory
bandwidth of 2.4 GB/s. Thisarrangement makes it possibleto reprogram the RAD asthe
systemisoperating and continuing to forward cellsthroughthe NID. While both partswill
be reprogrammable, we expect the NID to be relatively static.

The FPX makes it possible to extend the system in a variety of ways. First, IP
address lookup and packet classification can be implemented in hardware, relieving the
PE software of this time-consuming task. The FPX can aso separate packets requiring
complex processing by the PE from packets that can be processed entirely by the FPX.
This diminates the bandwidth consumed by such packets on the PE's PCI bus, one of
its more constrained resources. The FPX can aso implement queueing for ordinary IP
packets and can participate in the management of virtual output queues.

The most intriguing possibilities for the FPX involve the implementation of active
hardware plugins. Such plugins could be used to implement functions that may be
too computationally intensive for the PE’s general-purpose hardware (encryption, video
transcoding). However, implementing this vision requires the solution of a host of thorny
issues, including management of the FPGA's hardware resources, coordinating the transi-
tion between successive hardware configurationsand ensuring that thedynamicinstallation
of one plugin doesn’t interfere with the operation of existing plugins.

8 Closing Remarks

The continuing rapid advances in cost/performance of e ectronics technology ismaking it
possible for network elements to provide ever-more sophisticated processing of data, as
it moves through the internet. One of the key chalenges for networking and distributed
systems researchers is to find effective ways to exploit these new capabilities to enable



new network services and applications.

Thedevel opment of such servicesand applicationsrequires experimentationinrealistic
testbed settings, using routers that reflect the architecture and performance characteristics
of modern commercia systems. At the same time, academic researchers require flexible,
open systems, that can be fully understood and that are easily extended to enable new
features. Systems provided by commercia vendors are generally of only limited use
to networking researchers, precisely because they are not open for modification by the
network research community. This paper has described a flexible, open router that can
be an effective tool for systems researchers in search of a more suitable experimental
platform.
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